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Instructions and how will my lab be marked.

For each question/task provide IP Addressing and Subnetting information.
Using this online IP Subnet Calculator from Calculator.net to determine IP addressing information.
Research, watch a couple of learning videos and answer some questions about some of the commonly used IPv4 and IPv6 addresses.

Your tasks/questions  …

	Q.
	
	Marks

	1
	Using the IP Subnet Calculator url, enter the following into the IPv4 Subnet Calculator section/window, and click on Calculate >.
Network Class: Any
Subnet: 255.255.255.192
IP Address: 192.168.xx.10 (replace xx with your last two digits of your student number).
From the Result output display, locate and answer the following.
IP Class: B
IP Type: Private
Network Address: 192.168.0.0
Broadcast Address: 192.168.63.255
First and Last usable host IP range: 192.168.0.1 - 192.168.63.254
Number of Usable Hosts: 16,384
Question: Is this IPv4 address 192.168.xx.100 part of the above subnet range?
Yes or No… YES
Support your answer with a brief explanation.
The range of supported IP addresses for this subnet ranges from 192.168.0.1-192.168.63.254 which includes 192.168.18.100 (assuming .18 is what the xx would replace)
	6

	2
	Using the IP Subnet Calculator url, enter the following into the IPv4 Subnet Calculator section/window, and click on Calculate >.
Network Class: Any
Subnet: 255.255.252.0
IP Address: 172.16.xx.10 (replace xx with your last two digits of your student number).
From the Result output display, locate and answer the following.
IP Class: B
IP Type: Private
Network Address: 172.16.16.0
Broadcast Address: 172.16.19.255
First and Last usable host IP range: 172.16.16.1 - 172.16.19.254
Number of Usable Hosts: 1,024
	3

	3
	Using the IP Subnet Calculator url, enter the following into the IPv4 Subnet Calculator section/window, and click on Calculate >.
Network Class: Any
Subnet: 255.254.0.0
IP Address: 10.xx.100.10 (replace xx with your last two digits of your student number).
From the Result output display, locate and answer the following.
IP Class: C
IP Type: Private
Network Address: 10.18.100.10
Broadcast Address: 10.18.100.1
First and Last usable host IP range: NA (Range is too small)
Number of Usable Hosts: 2
	3

	4
	Using the IP Subnet Calculator url, enter the following into the IPv4 Subnet Calculator section/window, and click on Calculate >.
Network Class: Any
Subnet: 255.255.255.0
IP Address: 193.xx.100.10 (replace xx with your last two digits of your student number).
From the Result output display, locate and answer the following.
IP Class: C
IP Type: Public
Network Address: 193.18.100.0
Broadcast Address: 193.18.100.255
First and Last usable host IP range: 193.18.100.1 - 193.18.100.254
Number of Usable Hosts: 254
Question: Is this IPv4 address 193.xx.101.11 part of the above subnet range?
Yes or No…  NO
Support your answer with a brief explanation.
The range of Ips in this subnet goes from .100.1-.100.254 making .101.11 outside of the range
	6

	5
	Using the IP Subnet Calculator url, enter the following into the IPv6 Subnet Calculator section/window, and click on Calculate >.
Prefix Length: /63
IP Address: 2001:db8:xxxx::8a2e:370:7334 (replace xxxx with your last four digits of your student number).
From the Result output display, locate and answer the following.
Full IP Address: 2001:0db8:5318:0000:0000:8a2e:0370:7334
Total IP Addresses: 36,893,488,147,419,103,232
Total /64 Networks: 2
Network: 2001:0db8:5318:0000::
IP range: 2001:0db8:5318:0000:0000:0000:0000:0000 - 2001:0db8:5318:0001:ffff:ffff:ffff:ffff
	3

	6
	Topic: APIPA
Watch and review this YouTube video on, APIPA Explained and note 5 key major point about the APIPA addresses.
1. APIPA (automatic private IP addressing) is used when a DHCP server is unreachable and allows a computer to assign itself an IP address
2. The IP range will always be between 169.254.0.1 – 169.254.255.254 with a 255.255.0.0 (/16) subnet mask
3. Doing this allows computers on the same subnet to communicate but not communicate with the internet or other subnets
4. The APIPA addresses will still be unique
5. Every few minutes the computers on the APIPA subnet will try to reach the DHCP server again, if successful they will replace the APIPA address with an address from the DHCP server



	5

	7
	Topic: Address Allocation for private Internets (RFC 1918)
Note 3 key major points about this RFC 1918 publication.
1. Allocation of private network address ranges to help preserve global unique IP address space
2. The allocated private addresses cannot be used directly on the public internet
3. The private network ranges are sorted into classes based on the estimated number of hosts

What are the 3 reserved blocks of the IP address space for private internets?
1. 10.0.0.0 – 10.255.255.255
2. 172.16.0.0 – 172.31.255.255
3. 192.168.0.0 – 192.168.255.255




	6

	8
	 After reviewing and answering questions 6 and 7 on IPv4 addressing, what would be considered public internet addresses?
Provide 3 key major points about public IPv4 addresses. (6 points)
1. Public Ips ARE able to access the internet
2. Public Ips are globally unique and rotate every so often
3. Public Ips are assigned by IANA or other registries to ISP organizations
Also provide 3 public IPv4 internet addresses. (1 point)
1. 1.1.1.1
2. 8.8.8.8
3. 9.9.9.9




	7

	9
	Topic: IPv6 Link Local Address
Watch and review this YouTube video on IPv6 Link Local Address and note 5 key major (high-level) points about Link-Local Unicast addresses.
1. Link-Local unicast addresses are used to communicate with other devices on the same “link” (the same network)
2. A device must have at least a Link-Local address to be IPv6 enabled
3. Local-Link addresses only must be unique on the link (because they’ll never be routed off the link)
4. Local-Link addresses are automatically created by the device, not the router
5. Most networks already run IPv6, at least for inter-device communication (IPv6 may not be configured on the router)


	5

	10
	Topic: IPv6 Global Unicast Address
Watch and review this YouTube video on IPv6 Global Unicast Address and note 5 key major (high-level) points about IPv6 Global Unicast Address (GUA)
addresses.
1. Global unicast addresses are globally unique and routable to the internet (like a public IP address for IPv6)
2. Range from 2000::/64 – 3fff:fff:fff:fff:/64
3. IPv6 is 128 bits (compared to the 32 bits of IPv6). It is split into global routing prefix, subnet id and interface id
4. They are assigned by IANA to ISPs who give them to end users and organizations
5. They provide a huge amount of possible IP addresses, so much that we likely will never need to worry about IPv6 address space


	5
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